Abstract. The small carrier wavelength at millimeter wave (mm-wave) frequencies features a large number of co-located antennas. Wireless networks with directional antennas using beamforming at mm-wave also have potential to provide an enhanced security in the vehicular communication system. Large bandwidth of mm-wave can provide auto drive and safety linked functionalities, However, safety and efficiency of the vehicular transportation system can be jeopardized by many kinds of attacks by eavesdroppers, physical layer security can work as an extra layer of security for wireless communication systems. To secure communication in-between Vehicles, an Analog precoding based physical Layer technique for mm-wave vehicular communication systems is presented in the paper. The proposed technique works by exploiting large Antenna arrays at millimeter waves and provide a secure directional transmission with low power consuming phase shifters and single Radio Frequency Chain. Larger antennas arrays are split into two subsets, one for transmission of data and another for generating noise. The proposed technique offers improved coherent transmission at the legitimate receiver and by introducing artificial noise to the eavesdroppers at random directions. This outcome in low SNR for the eavesdroppers, hence hacking information becomes extremely difficult. Numerical and Simulation results show the superior performance of the proposed technique compared to traditional physical layer security technique and conventional array technique.
gives the edge to the old encryption techniques. Communication in mm-wave uses beamforming, which is an important part of mm-wave communication, hence sharing keys using beamforming would not be an easy task. This makes the traditional security techniques having high latencies for vehicular communication using mm-wave, which is a bottleneck for the safety related Vehicular systems. Time sensitive application, decentralization and huge size increase (2+ billion by [8] ) of Vehicular networks make conventional security techniques complex and engulfing high latencies, which give space to new vehicular communication security techniques.
Increased complexities of traditional security techniques in mm-wave, give space for physical layered security techniques [9] [10] [11] [12] [13] [14] [15] [16] [17] [18] , which uses lowest layer to provide secure vehicular communication links. These physical layer techniques use Antenna subset array [9] , digital beamforming [14, 19, 20] , distributed array [13, 14] , and recent most switched array [15, 17, 18] .
Digital beamforming calibrates antenna weights, which circulates noise is all other directions other than the receiver. In digital precoding there are hardware and power constraints in mm-wave systems [21] , hence making digital precoding not realistic with a huge number of transmitting antennas at mm-wave. In distributed array technique [13, 14] , relays are used in communication that provides noise to the eavesdroppers and data at the receiver. Switched array technique [15, 17, 18] and antenna subset array [9] used multiple subsets of antennas to transmit [14, 19, 20] . We assumed single transmitter, a single receiver and two eavesdroppers at different positions. We used analog precoding with random antenna selection for the receiver to receive the transmitted symbol and for eavesdroppers to receive noise by randomizing radiations on the side lobes. This provides incoherent transmission at the legitimate receiver and high value of noise at the eavesdroppers received signals. This proposed technique is also immune to the attack mentioned in [22] , because random sets of antennas are used for transmission of each symbol.
System Model
We consider a mm-wave vehicular communication system with a Vehicle ( ) as a transmitter and a vehicle ( ) as a receiver in the existence of two eavesdroppers at different angles and distance from the ( ) shown below in figure 1.
Fig. 1. Eavesdropper and Legitimate Receiver positions
The is consists of antennas and a RF chain which is shown in figure 2, this makes it an analog beamforming architecture. Whereas consists of antennas. The two eavesdroppers as shown in figure 1 are equipped with antennas each.
We consider uniform linear array (ULA) which has isotropic antennas, the same approach can be applied to multidimensional arrays on a rectangular and circular grid. we posit an elements linear array with antennas uniformly placed along the x-axis and with the array centered at the origin. Since the uniform linear array in this scenario is positioned on the x-y plane cannot resolve elevation (ϕ), the receiver's angular location is solely specified by azimuth angle (θ). we assume that legitimate receiver's location has been acquired using beam training, where as it is unaware about the location of the two eavesdroppers in the scenario. The transmit data symbol by the transmitter is s(k) ϵ C, where k is the transmitted index of the symbol and E[|s(
] is the transmit beamforming vector denoted by having complex weight at the transmit antenna array . whereas at the receiver, a combined receiver is used on all of the received signals, with a combining vector = [ 1 , 2 , … , ] , Where is the total number of antennas which are mounted on the transceiver of the . Invoking a narrow band channel model at mm-wave, because in mm-wave the line of sight (LOS) component is usually the dominate path. And a perfect synchronization and symbol rate among the transmitter and the receiver is assumed.
The signal received can be equated as ( , ) = ℎ * ( ) ( ) + ( ) . By placing power and path loss components we get.
(
Here is the index of the data symbol to be received and is the Azimuth angle of departure (AoD) from the transmit antenna array, | shows the path loss component of the communication, is the transmitted symbol power provided. is the channel matrix of * that shows the mm-wave channel. ℎ | * = * ( | , ) is the channel after combination of the receiver and ( ) ~ (0, 2 ) is assumed to be the noise added while transmission occurs. So channel is given by.
( ) and ( )are vectors which represents the receiver and transmit array response as shown.
And g is a random variable to consider the small scale fading caused by Doppler spread and multipath. For frequencies below 6Ghz, the g is distributed as Gaussian random variable [23] . Whereas for 60Ghz the value of g is still not known, but a good beamforming at the transmitter provides the communication with a small Doppler spread and as a result give larger coherence time [24] . So by considering the value of g=1, we supposed a single LOS between transmitter and receiver. We also assume = ( ) means beam is aligned towards the receiver . Received signal becomes as shown in (1), where is the gain at the receiver array. ULA with a spacing between antennas ≤ 2 is taken into assumption to avoid creating grating lobes. ℎ * ( ) = √ * ( ) Shows the channel.
Here ℎ * ( ) is the channel for the communication link.
Analog Bream Forming
In this section of the paper, we introduce a physical layered security technique based on Analog beamforming. This technique randomizes the information symbols at potential eavesdroppers using phase shifters and no need for multiple RF chains and antenna switches as shown in figure 2 , hence categorized as analog based design. The conventional architecture uses all antennas to transmit symbols to the receiver [18] , Proposed technique split antenna array into 2 subsets, one for sending a symbol to the receiver and second for generating noise in an unwanted direction towards the eavesdroppers. This way the eavesdroppers will receive noise like signals, whereas the receiver will only observe a reduction in gain. Let ( ) be the subset randomly selected from with antennas, where ( ) and ( ) is the subset containing the remaining antennas from with − antennas, where
Whereas the beam forming vector
and the angle is the direction at the tramit antenna array. Then
Using Eq. (3), (5), (7) and (8) and putting values in (1), the received signal at the receiver and eavesdropper becomes. 
where value of = (cos( ) − ( )) . When eavesdropper1 ( 1 ) or eavesdropper2 ( 2 ) are aligned in direction of legitimate receiver, hence = , the antenna gain becomes = 2 − √ which is a constant value.
Whereas when ≠ , reshapes into a complex Gaussian random variable, hence this randomize the antenna array gain in the random directions, and which in result performs the function of jamming in the direction of the eavesdroppers. In the proposed technique we suppose large value of , hence value of converges into a Complex Gaussian Variable, having Mean value of,
And Variance value of,
Omitted proof because of the limitation of space.
Split antenna array secrecy
We measure the proposed physical layer technique performance on the basis of secrecy in this section. The transmitter is assumed to have knowledge of the target but lacks that of the 1 2 . Secrecy capacity of the Gaussian wiretap channel is denoted by is the difference between the capacity of the main and the wiretap channels. By using this definition and denoting the legitimate receiver and eavesdropper by and respectively.
The secrecy rate is shown in bits per second per hertz used and can be calculated by = [log 2 (1 + ) − log 2 ( 
Where is the SNR at the legitimate , is the SNR at the eavesdroppers at different direction as well as distance and + denotes max (0, ) a maximum function. Using Eq. (10) the value of SNR at the legitimate receiver, when the angle = is expressed as.
The SNR at the eavesdropper can be expressed as,
Here is the number of antennas at different eavesdroppers, is the channel gain at the eavesdroppers, is the path loss at the eavesdropper and noise ( )~ (0, 2 ). To derive SNR at the eavesdropper we suppose the larger value of , hence the term can be dissolved almost by the values of its mean and variance. Putting the value into the Eq. (17) 
Using equation (16) and (18), we can calculate secrecy rate R of equation (15) . 
Numerical and simulation results
In this section, the proposed physical layer security technique is used to check performance in the presence of eavesdroppers at different angles and distances from the transmitter using vehicle to vehicle communication. 1 is present at an angle of 95 degrees and 2 is present at an angle of 85 degrees. The system is operated at a 60Ghz frequency, with 50Mhz bandwidth and an average power of 37dBm is provided. The value of g is taken a constant 1 because at the 60Ghz value of g is unknown. Path loss exponent is set to 2 and distance from the transmitter to receiver is 30meters whereas the distance from the to 1 is 5 meter and 2 is 10 meter. The number of antennas at both the eavesdroppers are 1 = 2 = 512 , and the antennas set at the is = 16. The value of has been set 32 and 64 antennas.
In figure 3 we show secrecy rate against the angular location of the proposed security technique, while setting the value of = 32 transmit antennas, whereas 1 is evaluated in 3(a) and 2 in 3(b). In this case of , we observed high secrecy rate at all angular locations other than the angular location of the receiver = 90 . we also observed the switched array technique, and conventional array technique [18] [19] [20] [21] . Switched array technique have better results compared to the conventional array technique, the reason is that conventional array provide a stable and constant radiation pattern at the output of the antenna array, whereas switched array randomizes the pattern, hence provide jamming the eavesdroppers. Proposed technique beats other two techniques by using all antennas, many for transmission and few for generating noise to achieve better performance. Both 1 and 2 observed low SNR. Effect of the distance of eavesdropper from the transmitting vehicle is observed in path loss .
In figure 4 we show secrecy rate against the angular location of the proposed security technique, while setting the value of = 64 transmit antennas. This case of also provided low SNR at both 1 and 2 as the case of 32 transmit antennas. When 1 and 2 are placed at the same angle as the , the secrecy is zero, but this should not be the case for LOS vehicular communication. The proposed technique make use of all antennas, therefore breaching is much more difficult and low SNR values are received at the eavesdroppers.
In some instances of figure 3(a), 3(b), 4(a) and 4(b) the conventional array technique shows peaks of better security when compared to switched array and proposed technique. This is observed because the eavesdropper position's at a null space created by transmitter array pattern. Since the conventional array technique makes use of all the antennas in the array for transmitting any data symbol, hence results in slightly higher secrecy when the eavesdropper is at the null space.
Finally figure 5 shows secrecy rate against the subset size ( ) of the proposed security technique. Observation shows that our technique provides better secrecy when the value of is high, whereas switched array [15, 17, 18] and conventional both provides low secrecy at higher values of as compared to proposed technique. Selecting the value of in figure 5 from 16 to 32 shows that a large number of antennas are selected for transmitting the data and less number of antennas are used to create jamming towards unwanted direction. When the value of equals 16, we receive Zero secrecy because both beams forming vectors are of the same size. Hence proposed technique performs better when the value of is greater than 22 antennas for a total number of 32 antennas.
The proposed technique uses mm-waves, hence provides a larger number of the antenna array which provides space for sparing few antennas for security purpose. hence sacrificing antennas for physical layer security provides the proposed technique with the benefit of high secrecy rate.
Conclusion
In this paper, we proposed a simplified analog based physical layer security technique using mm-wave analog precoding for vehicular communication. The proposed technique makes use of the larger antenna array at the mmwave frequencies to generate noise like signal by decrease the SNR at the eavesdroppers with sensitive receivers, whereas slight SNR decrease is felt at the target receiver. This enhances the security at the vehicle transmit and the vehicle receive. The proposed technique provides high secrecy rate unlike the conventional and switched array techniques. Lower frequencies use encryption/decryption keys to secure communication, whereas mm-waves beamforming need provides physical layer security without the extra burden at both transmitter and receiver. The proposed technique also provides a better use of a large number of antennas possible at mm-wave communication system. Thus the proposed security technique proves to be simple and easily applicable for road safety, time critical, driving assistance and other application in vehicular communications. 
